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Abstract. It’s been many years since media began talking about the
wonders of the IoT scenario, where a smart fridge checks the milk ex-
piration date and automatically compiles the shopping list, but in the
real life how many people have this smart fridge in the kitchen? Yet the
interest around the IoT scenario is growing every day, so in this paper we
try to figure out if IoT is science fiction or a real revolution. In particu-
lar, we describe in simple terms the IoT scenario, what can be done with
current technologies, what are the main obstacles that limit the success
and the wide use of IoT and we highlight directions that can make IoT
a true reality.
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1 The IoT Scenario

In recent years, the term Internet of Things (IoT) is receiving considerable atten-
tion by governments, researchers, managers, media, etc. IoT refers to a scenario
where people and physical objects (e.g., sensors, devices, etc.) are connected
and able to communicate with each other with the result of transforming the
physical world that surrounds us. Vehicles, home appliances, smartphones, home
sensors, wearable sensors, environment devices are examples of objects that can
be transformed into smart objects in order to be part of an IoT scenario. Indeed,
by providing these objects with the ability to communicate, we allow them to
capture and share data, we can control and analyze their actions to take de-
cisions and to produce intelligent services able to transform our personal and
professional life [1].

To clarify the idea, here is an example of how smart objects can change
some everyday actions. In the morning, the alarm clock does not just wake us
up, but it also turns on the coffee machine; the mattress turns on the room
lights when we get up; the bathroom lights are switched on when we touch
the door; television and lights are turned on when we go into the kitchen and
the coffee machine begins pouring the coffee into the cup. Before going out,
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the umbrella handle lights if rain is expected and when we close the door all
the house lights go off and the blinds are lowered. In the evening, when we
get home, the heating is turned on by our smartphone that uses the GPS to
check whether we are close to home or not; the house lights are turned on
when we open the door. This is just an example of how our private life will
change thanks to IoT technologies, but the scenario is definitely wider: a city
may become smart by using sensors and devices to monitor and manage traffic,
to improve the efficiency of waste management, to plan urban and transportation
changes; health-care may become smart by using sensors and devices to improve
emergency services, to provide elderly assistance and medical aids; industries
may use IoT to improve security in automotive transportation, to make logistics
more efficient, to improve industrial automation; energy providers may use IoT
to intelligently mange energy distribution [2, 3]. Needless to say, the IoT scenario
is expected to transform every aspect of our life [3, 4, 5, 6, 7].

Millions of physical objects are being connected to the Internet [8] and several
research reports agree that by 2020 the IoT scenario will include more than
20 billion of smart objects. These objects are enabled by several technological
changes that caused, among others, a lowering of the production costs of sensors
and devices, an increase of computational capacity and an ubiquitous networking
coverage. In this scenario, objects are equipped with sensors and/or actuators
and with suitable communication protocols that make them integral part of the
Internet [4, 9]. To clarify, the IoT can be thought of as the interconnection of
objects with the Internet, as shown in Figure 1. At objects level we have sensors
that perform actions like “feel”, “ear”, “measure”, “check” (i.e., sensors have
different abilities like acoustic, liquid, temperature, pressure, force, etc.) and we
have actuators that perform actions through electrical, hydraulic, pneumatic or
mechanical movements. All these objects communicate with each other through
sensor networks [8, 10, 11] that use data link protocols like NFC, RFID, LTE,
Wi-Fi, Zigbee, etc., and communicate with the platform and with the application
levels through Internet communication technologies.

Briefly speaking, the IoT architecture allows to extend today’s Internet in-
frastructure with additional and innovative services. For this reason, different
ICT consulting firms foresee an exponential growth of the IoT over the next few
years. For instance, Gartner1 forecasts that the IoT will generate revenue exceed-
ing $300 billion in 2020, resulting in $1.9 trillion in global economic value-add
through sales into diverse end markets; whereas [12] estimates that the whole
annual economic impact caused by the IoT is in the range of $2.7 trillion to
$6.2 trillion by 2025. The importance of this scenario is also highlighted by the
amount of fundings that public governments are reserving to IoT research: the
European Union is supporting different projects in the IoT area; the UK govern-
ment, in March 2015, committed around e50 million to IoT research; Germany
has earmarked up to e200 million to projects related to internet-based manu-
facturing; France reserves e50 million to digital development projects related to
embedded software and connected objects [13].

1 https://www.gartner.com/doc/2625419/forecast-internet-things-worldwide-
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Fig. 1. The IoT archicture.

However, although many researches state that IoT technologies will affect
several domains, there are some open issues like interoperability, security and
privacy, that need to be addressed. In the following, after describing the most
promising application domains for the IoT, we focus on these open issues and
we provide some future directions that might help removing these burdens.

2 Fields of Applications

In recent years, academic and private researches proposed many different fields of
applications for the IoT, from the well-know smart home to the less known smart
agriculture. In all these fields of applications, the use of IoT aims to resolve in the
rationalization of resources, and consequently monetary gain, while making the
application field safer. Since it is useless to list all the IoT fields of application,
in the following, we first describe two well-known IoT fields of applications and
then we focus on three most promising ones.

Smart Home. Smart home is a firm and important field of application with a
market expected to reach $121 billion by 2022 [14]. Comfort, security and energy
efficiency are among the main benefits that a smart home can bring [15]. For
instance, house owners might use their smartphone to control Wi-Fi enabled
home electronics (e.g., appliances, heaters, hot water heaters, air conditioning,
coffee machines, etc.) from anywhere, might increase home security (e.g., by
using Wi-Fi connected cameras, sensors, and alarms) and might mange energy
more efficiently (e.g., by using Wi-Fi outlets to turn off electronics when not
in use). Gartner estimates that the number of devices and appliances currently
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connected in our houses is about 600 million2 including lighting, security and
access control, heating and air conditioning managing, entertainment systems
and smart kitchen.

Smart City. Smart cities market is estimated to grow from $52 billion in 2015 to
$147 billion by 2020 [16]. Smarter utilization and deployment of public resources
(e.g., lights, roads, parkings), better efficiency of services (e.g., garbage collection,
public transport), better quality life (e.g., pollution and traffic control) and, in
general, a reduction of wastes and costs for the public administration are among
the main benefits that a smart city can bring [4]. For instance, simple objects
equipped with LoRaWAN and Sigfox communication technologies can transform
the act of parking, allowing citizens to detect available parking spots in an easy
way. This would not only save citizens time, but it would also help to reduce
pollution, thus improving the lives of citizens. Another example of how IoT
can improve the lives of citizens is transforming the waste collection into smart
collection: smart trashcans3 monitor their content by means of GPS traceable
wireless fill-level sensors and, when they need to be emptied, they send a real-
time alert to the municipal services through LoRa, Sigfox and cellular networks.
All reports are accessible by a Web secure platform that suggests the best (also
from an economical point of view) collection route. Thus, waste collection can
be rationalized avoiding too empty bins and preventing overflows in others.

Health-care. Medical and health-care are a very attractive application area for
IoT [3] and the market is expected to create about $1.1 - $2.5 trillion in value by
2025 [12]. Cost efficiency, reliability and safety are among the main benefits that
smart health-care can bring: patients monitoring might be done in remote and in
real-time through the use of smart objects and sensors, smart objects might be
used to replace human regular checks of patients vital signs, home health might
be improved by issuing alerts if some irregularity is detected. For example, smart
prescription bottles4 have sensors that register actions on bottles (as opening,
or reducing their content) and are rechargeable using a standard micro-USB
port. Bottles use the cellular technology to (world wide) communicate with the
servers of the service provider that check on the patient activity in real time.
If the patient does not stick to his/her medical prescription and forgets to take
his/her medications or takes an overdose, the patient is immediately alerted with
land-line or cell phone calls, text messages, or caregivers. There also exist smart
pills5 that contain specifically designed ingestible sensors (approved by both the
U.S. Food and Drug Administration and CE marked in the E.U.) that activate by
contact with people stomaches at the time of ingestion and communicate with a
matching sensor placed in a patch worn by the patient. The patch automatically
logs the number, type and time when medications are taken, together with body
vital signs (e.g. heart rate, body position, etc.). All these data are then shared,

2 http://www.gartner.com/newsroom/id/3008917
3 https://www.smartbin.com/
4 https://adheretech.com/
5 http://www.proteus.com/
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via Bluetooth, with the patient mobile device through a specific app that stores
the data on a cloud service accessible to the patient and his physician. It is thus
possible to reduce costs and save time by letting smart objects do tasks that
can be easily accomplished by machines, not to mention that the large set of
collected data might be analyzed to gather new insights on patient health-care.

Retail Industry. The IoT retail market size is expected to reach $54 billion
by 2022 according to a report by Grand View Research, Inc. Better customer
experience, more efficient and secure supply chain and the development of new
channels and revenue streams are among the main benefits that smart retail
industry can bring. For instance, sensors can be used to track customers behav-
iors in order to better organize products placements; RFID can be used to track
products in the supply chain [17] and to update in real time inventories infor-
mation from off-the-shelves products; smart price tags can be used to change,
in real-time, the product price based on demands, sales, etc.; smart codes can
give customers more information about products, and sensors can be used to
automate many functions that are manually performed [18].

Smart Factory. The smart factory market size is expected to reach $75 billion
by 2020. In a Smart Factory [19], the manufacturing solutions exploit flexible
and adaptive production processes, where the actors are equipped with enough
computing and communication capabilities to give them an ability to act inde-
pendently, without direct human intervention. For example, BMW has developed
a tracking system based on RFIDs to enhance motor production and client cus-
tomization. An RFID tag is attached to each engine as an unique identifier at the
beginning of the assembly line and read at turn-points in the line to decide which
way the engine should go (e.g., lift or work station). Moreover, the tag brings
along information about the customization of that specific car body, so that it is
fast to recover and check information such as car color, internal details and door
number. This brings to higher levels of automation, but also to optimizations in
reducing unnecessary labor and waste of resources. The benefits could also go
beyond the actual production of the goods. For instance, in a food supply chain
scenario, IoT can enhance the whole process, from farms to processing plants,
from processing plants to stores and from stores to consumers [17].

Although at first sight the above examples may look like a successful real-
ization of IoT technologies, to a closer look they are just single IoT applications
and do not represent a complete IoT scenario. Indeed, examples also showed one
of the main problems that limits a successful employment of IoT technologies:
the lack of interoperability between objects of the same scenario. For instance, a
smart city is likely to have several different sub-networks (e.g., one for the sensors
of the waste management system, one for the parking facilities, one for pollu-
tion measurement, etc.), each one working independently very well and suitable
to provide an IoT service, but unable to interact with each other. Therefore,
it is difficult to create a smart city. Indeed, there might be cities using many
IoT applications, but these can not be labeled as complete smart cities. The
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current IoT scenario reminds the networking scenario of the 70s, composed of
many networks (e.g., milnet, nsf-net, cs-net, etc.) unable to communicate within
each other. Another example is what is happening in the health-care scenario:
we have many companies each building their successful IoT ecosystem, but these
systems only communicate within themselves and do not interact among each
other. Once again, this reminds the scenario of the 70s, when each computer
company developed its own operating system that was unfortunately unable to
interact with the others. The fragmented scenario of the 70s was virtually unified
by the standardization of protocols and services provided by the Internet and
the Web. As discussed in the following section, likely, it is necessary to follow a
similar path to make the IoT a successful scenario.

3 Open Issues and Future Directions

The IoT might open a wide new world of opportunities to offer new services to
users, in many different forms, but for an actual large-scale employment it is still
necessary to address some important open issues, including the ones related to
interoperability, security and privacy, and devising new business models.

3.1 Interoperability

IoT objects and devices are produced by different vendors, have different techni-
cal characteristics and specifications (e.g., smartphones are very different from
simple RFID tags), use different communication protocols (Zigbee, Bluetooth,
Bluetooth Low Energy, Wi-Fi, GSM, 3G and LTE, just to name few), and are
often integrated with other heterogeneous sources of information. This hetero-
geneity is a big issue: on the one side, producers that want to invest do not have
clear indications on standards to adopt when developing IoT products and do
not know for how long their products will last on the IoT market; on the other
side, users who want to buy IoT products do not know for how long these will
be compatible with the upcoming IoT scenario.

Open standards seem to be the right answer to these problems, as they can
give clear guidelines to create a competitive environment for companies to deliver
quality products. The IEEE Standards Association (IEEE-SA) already started a
process to develop open standards for the IoT6 and even some private companies
(e.g., AllSeen Alliance) are contributing (and asking for contribution) to create
open source frameworks to design common standards so that different devices
might communicate between themselves, regardless of their brand, category and
technical equipment. Needless to say, once open standards are defined, producers
should be enforced to apply these standards (e.g., identifying appropriate SLA,
Service Level Agreements, for each service) in order to make human users trust
new services offered through the IoT.

6 http://standards.ieee.org/innovate/iot/projects.html
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In addition, the traditional Internet architecture needs to be revised to match
the IoT challenges, both at low and high level. One main reason is the tremen-
dous number of objects willing to connect to the Internet: 2010 has seen the
surpass of the number of objects connected to the Internet over the earth’s hu-
man population [8] and we have to expect that the former number is going to
increase terrifically in the near future. Thus, we also have to expect a great
increase of the traffic on the Internet, incurring into possible delays and in an
increase of bandwidth request. Therefore, to allow IoT scalability, IPv6 and new
generation of communication protocols (e.g., 5G is to provide speed between 10-
800Gbps, compared to the current technology 4G with speed of 2-1000 Mbps)
seem to be mandatory.

There are also issues of interoperability at the platform level, concerning the
need of integrating raw data coming from IoT objects with static and historical
data stored in databases or accessible through Web services. For instance, let
us consider a smart city control center that offers various cutting-edge services
such as smart parking and dashboard view [20]. To this end, it is necessary to
integrate heterogeneous information coming, for instance, from On Board Units
and/or smartphones and multi-sensor weather stations together with official data
available on Web sites, predictions on weather and traffic, tube schedules, etc.
Indeed, information integration has been recognized as a key (and costly) chal-
lenge faced by large organizations today [21]. It is also well understood that
information integration is not a single problem but, rather, a collection of in-
terrelated problems that are addressed under the umbrella of architectures and
unified data models. These problems include extracting and cleaning data from
the sources, transforming data from the sources into data conforming with the
unified format, and answering queries over the unified format. A possible an-
swer to these problems is the dataspace paradigm [22], an emerging approach
in the information integration agenda. In a dataspace, data coexist while the
actual integration efforts are faced when needed. This paradigm might represent
a good answer to the problem of interoperability for IoT because of the high
level of heterogeneity of the involved information sources and the need of a large
scale deployment. To this end, open source platforms might be used to facilitate
the development of IoT applications through plug-in services for push/pull data
connection and integrated view creation and maintenance.

3.2 Security and privacy

One of the main advantages of IoT is the possibility to gather large sets of data
that, properly analyzed, give information that can be used to provide better
services. However (and again), issues arise: being connected to the Internet (and
often unattended), objects are possible target to a wide range of security attacks
that can lead to data leakage and/or data manipulation. Some recent examples
of security issues include: a smart doorbell receiving the video feed from someone
else house, people taking unauthorized control of the security system of specific
buildings (e.g., houses, banks, factories, etc.), attackers compromising on-line
car systems and stopping/speeding up cars with malicious intent. If customer
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are expected to use IoT technology and products, they must be assured that
no accidental and/or malicious behavior might loose, steal or manipulate their
data.

In the IoT scenario, security solutions cannot be limited to the single object
or device, but they must be end-to-end solutions, going from the application
level to the object level and vice-versa. Again, the heterogeneity of IoT inter-
acting objects further complicates matters as different objects require different
security levels (e.g., fitness wearables vs. health care applications). Given such
an extremely heterogeneous and vulnerable scenario, it is fundamental to pro-
vide security solutions at least for the following problems: authentication (any
object involved in a communication must be clearly and uniquely identified);
confidentiality (data must be secure and available only to authorized entities);
integrity (data must not be altered by anyone when traveling from one point to
another, or while stored in some database); fault-tolerance (even in the presence
of a fault, security services must be continuously provided).

In addition to security, privacy plays an important role. Consider for instance
the case of a person wearing a smart wrist collecting data such as heart rate,
blood pressure, etc. One can imagine that the customer expects these data to be
used to improve his/her personal performances or for self-usage check ups, but
surely not that these data might become available (without his/her allowance)
to his/her health insurance and used to tune the insurance policy cost or even
to deny the policy. In the Internet scenario, consumers are becoming more and
more aware that data are now trading currencies for services (let’s just think
at Gmail or Facebook), and, since most of the collected data are personal and
sensitive, users are increasingly interested in their privacy [23, 24]; the lack of
clarity about who has access to data may limit the growth of the IoT scenario.
Possible solutions to these privacy issues are new policies reassuring customers
that data do not concern individuals but aggregates, clarifying the use of data,
for how long these data are stored, and who has access to them.

3.3 Business

The lack of clear, widely accepted and successful business models, of use cases
and of return of investment examples are slowing down the adoption of the IoT
[25].

Although there are some early players that successfully invested in IoT (e.g.,
companies in the fitness and/or smart home scenarios), most of the companies
are still thinking whether to enter or not in the IoT, because the scenario has
characteristics that limit the development of a solid business model. According
to [26], there are three main reasons that limit the design of a generic and suc-
cessful IoT business model: i) diversity of objects, ii) immaturity of innovation,
and iii) unstructured ecosystem. The diversity of objects and the immaturity of
innovation cause the employment of several different proprietary platforms and
end-to-end IoT solutions, whereas the unstructured ecosystem causes doubts to
investors because the scenario is too chaotic, just like the Internet was in the
mid-90s.
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The solution to these problems is closely dependent on the solution of the
problems highlighted above. In particular, it is fundamental to first address the
problems related to interoperability and security, as this would make available
IoT communication standards and IoT end-to-end security solutions. These so-
lutions could be the building blocks on which to build solid business models for
the IoT scenario.

4 Conclusions

The interest around the IoT scenario is enormous, billions of objects/devices
are being connected to the Internet to create the biggest network we have never
seen, opening the possibility to create a new world of services in extremely
different fields of application that can be offered to users by using the information
that these devices can gather. Examples of how these smart objects can change
the way we live and/or we work are written everywhere, from technological
blogs to mass-media newspapers. Since it’s been many years since media began
talking about the wonders of IoT technologies, in this paper we tried to figure
out if the IoT scenario is science fiction or a real revolution. We observed a
very fragmented scenario that might compromise the successful employment of
IoT: proliferation of communication technologies, absence of end-to-end security
solutions and of solid business models that are able to guarantee a profitable
return of investments. We also observed, by looking at some IoT examples, the
benefits of IoT technologies, and we are positive about the fact that IoT may
improve citizens life quality. Finally, since we are deeply convinced that a real
employment of IoT passes through the unification (either virtual or not) of the
fragmented scenario, we proposed some guidelines that move the IoT towards
this direction.
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